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Web browsing in class is strictly not allowed. Cell Phones are to be turned off during lectures and tests.
During exams if you receive a cell phone call or page it will be assumed that you have completed your
exam and no further work will be allowed.
No make-up exams will be held.
Exams will be closed book. One cheat sheet (letter size and both sides) is allowed in each exam.
Student causing disruption in the class will be asked to leave the class.

 Program Information
Diversity Statement - At SJSU, it is important to create a safe learning environment where we can explore,
learn, and grow together. We strive to build a diverse, equitable, inclusive culture that values, encourages,
and supports students from all backgrounds and experiences.

 Course Goals

Course Format
TheCS-166 Information Security course combines both theoretical study as well as hands-on exercises of
the information security technology. Therefore, it requires each student to have a personal computer that is
installed with a modern operating system, such as MS Windows ™, Mac OS X ™, or Linux. The personal
computer must be able to connect to Internet and capable of running multiple instances of virtual
machines, such as VirtualBox. Students using Mac OSX must be aware of that M1/M2/M3-based Macbook
Pros are not compatible with the virtual machines provided. Therefore, students using M1/M2 Macbook
Pros need to have access to an Intel x86-based computer (Windows/Linux/Mac OSX) in order to perform
the exercises and homework.

This course provides hands-on experiences about various attack cases in a Linux operation system
running in a virtual machine environment. In addition, this course provides an example to create a network
topology to launch possible attacks in a virtual lab environment, such as the SEED Lab. This course has
quizzes, two midterm exams, a final exam, homework including lab assignments, and a group-based
course project. All assignments must be submitted through our eLearning platform Canvas at
http://sjsu.instructure.com.   

The quizzes, midterms, and final exam are in class and online using students' personal computers.

 

 Course Learning Outcomes (CLOs)
Upon successful completion of this course, students will be able to:

1. Demonstrate in-depth understanding of tools and common techniques in different network attacking
phases and effective defenses against these attacks.

http://sjsu.instructure.com/


2. Demonstrate in-depth understanding of cryptography algorithms and standards, authentication
protocols.

3. Understanding various network security defense methods against system and network security
problems.

4. Demonstrate the capability of discovering security problems in networked systems and developing a
defense technique.

5. Conduct a set of hands-on labs which are available at SEED Labs supported by NSF.
6. Demonstrate the capability of working collaboratively and productively in a team environment.

 Course Materials

Textbook
William Stallings, Lawrie Brown, Computer Security: Principles and Practice (4th Edition), Prentice Hall, 2018,
ISBN-13: 978-0134794105 (eText ISBN: 9780134794181)

 

Students can obtain the eText for $34.99: http://www.informit.com/store/computer-security-principles-and-
practice-subscription-9780134794181

Other Readings
Wenliang Du, Computer Security: A Hands-on Approach

https://www.handsonsecurity.net

Stallings, Cryptography and Network Security: Principles and Practice, 7  Ed., Pearson 2017. ISBN 10: 0-13-
335469-5, ISBN 13: 978-0-13-335469-0

Other technology requirements / equipment / material
This course requires the student to have a personal computer that is installed with a modern operating
system, such as MS Windows ™, Mac OS X ™, or Linux. The personal computer must be able to connect to
Internet and is capable of running multiple instances of virtual machines, such as VirtualBox. Apple Silicon-
based (M1/M2/M3) Macbook Pros unfortunately are not suitable for the virtual machine environment.

 Course Requirements and Assignments
The class assignments that are assessed and that contribute to your final grade include homework
assignments, project presentation and report, one midterm exam, and one final exam.
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.CDU�CPF�%NCUU�&GOQU� This class provides different hands-on techniques to understand various
attacks.
6CTIGV �V GEJPKSWGU� Password Cracking Attack with John the Ripper, SQL Injection Attacks, Man-in-the-
middle attacks, DoS attacks, DNS Hijacking, XSS attacks, Buffer overflow attacks, and so on.
6GUV DGF�CPF�6QQNU� DeterLab, SEED Labs, Mininet, Kali Linux, Linux, Wireshark, and so on.
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