Auston Davis

Office Location: MacQuarrie Hall 217

Telephone: 408-832-5448

Email: auston.davis@sjsu.edu (preferred)

Office Hours: Wednesdays 2:30pm — 3:15pm (Zoom online only)
Class Days/Time: Mon/Wed 6:00 — 7:15pm

Classroom: Live Online

Prerequisites: CS149 or instructor consent

Course Format

This a hybrid classroom lecture type format. Students will be required to use a functional laptop with a working
camera and audio to all live online sessions, quizzes, the midterm and final. Each week there will be Live
Online Class and on occasion a Pre-Recorded lecture. It is the student’s responsibility to ensure their network



mailto:auston.davis@sjsu.edu

San Jose State University
School/Department
Computer Science 265: Cryptography and Computer Security, Fall 2022

cryptography, access control, protection models, security policies, design of secure systems, firewalls, and
intrusion detection.

Course Learning Outcomes
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e Computer Viruses and Malware, John Aycock, Springer, 2006, ISBN: 0387302360. This book gives a good

Computer Science 265: Cryptography and Computer Security, Fall 2022 Page 3 of 6



San Jose State University
School/Department
Computer Science 265: Cryptography and Computer Security, Fall 2022

72-77 C
70-71 C-
68 - 69 D+
62 - 67 D
60 - 61 D-
59 and below F

Classroom Protocol

« No extra credit is anticipated

e Wireless laptop is required. You will be informed when it is needed for a particular activity
e Cheating will not be tolerated!

e Student must be respectful of the teacher and other students

e No disruptive or annoying talking

e Turn off cell phones

e Class begins on time

e Class is not over until I say it's over

e Avalid picture ID is required at all times

University Policies

Per University Policy S17-9, university-wide policy information relevant to all courses, such as academic
integrity, accommodations, etc. will be available on Office of Graduate and Undergraduate Programs’ Syllabus
Information web page at http://www.sjsu.edu/gup/syllabusinfo/”

Course Schedule
This schedule is subject to change with fair notice. Notifications will be made via Canvas

Week Date Topics, Readings, Assignments, Deadlines

1 Aug 22 Introduction to the Course, Introduction to Cryptography and Data Security
1 Aug 24 | Cryptology - Crypto Basics (READING: Chapter 1 - 2 - Stamp)

2 Aug 29 | Cryptology — Symmetric Key Crypto. (READING: Chapter 3.3 - Stamp)
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Week Date Topics, Readings, Assignments, Deadlines

10 Oct 26 Protocols — Real World Security Protocols: Kerberos. WEP, (Section Review)
(READING: Chapter 10.5 - 10.6 - Stamp)

11 Oct 31 Software Security - Software Flaws (READING: Chapter 11.1 - Stamp)

11 Nov 2 Software Security - Reverse Engineering. Buffer Overflow. Stack Smashing Defense. Input
Validation. Incomplete Mediation. Race Conditions
(READING: Chapter 11.2 - Stamp)

12 Nov 7 Software Security — Malware. Worms, Trojans. Botnets. Ransomware, Real-World Attack
Anatomy, Future of Malware,
(READING: Chapter 11.3 — 11.5 - Stamp)

12 Nov 9 Malware detection, Integrity Monitoring, Digital Rights Management, Tamper Resistance,
Secure Software Development
(READING: Chapter 12 - Stamp)

13 Nov 14  Secure Software Development (Part 2), Trusted Computing Systems

(READING: Chapter 12 - Stamp)
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