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CS 166-04: Information Security Syllabus 
San José State University, Fall 2022 

Instructor Information 

Instructor Email Zoom Office Hours 
Yan Chen 

Catalog Description 
Fundamental security topics including cryptography, authentication, access control, network security, security 
protocols, and software security. Networking basics are covered. Additional security topics selected from multilevel 
security, biometrics, blockchain, machine learning, information warfare, e-commerce, intrusion detection, system 
evaluation and assurance. 

Prerequisite(s) 
Prerequisite: CS 146 (with a grade of "C-" or better); Computer Science, Applied and Computational Math, 
Forensic Science: Digital Evidence, or Software Engineering Majors only. Permission codes will be provided to the 
requesters who fulfill the prerequisites based on the priorities stated in University Policy F17-4 
(https://www.sjsu.edu/senate/docs/F17-4.pdf).  

Course Format 
Live lectures will be conducted at the set times both in person and via Zoom (https://sjsu.zoom.us/j/81668267399). 
Also, those lecture sessions will be recorded and posted on Canvas (https://sjsu.instructure.com/courses/1488139, 
which is also for all other class activities).  

Office hours will be held via Zoom (on Canvas.  You 

are responsible for regularly checking the Canvas course page for any updates, including its messaging system. 

Further Readings 
 Mark Stamp, "Information Security: Principles and Practice," 3rd edition 

 Michael Sikorski and Andrew Honig, "Practical Malware Analysis: The Hands-On Guide to Dissecting Malicious 
Software." An excellent book for information on reverse engineering that includes many hands-on exercises. 

 Software Reverse Engineering (http://reversingproject.info/). This website, which was created by a former 
master's student, includes lots of good information and detailed exercises with solutions. 

 The references at the end of each lecture note. 



http://www.sjsu.edu/senate/docs/S17-1.pdf
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Grading Information 

There will be at least 130 points available, including extra credits from optional exercises/activities, as shown in the 
following table. More details will be given in class.  

 Points Details 

Final Exam 100.00 Can be substituted with average midterm score 

(Optional) Assignments 15.00 5 assignments total, 3 pts each 

(Optional) Programs 6.00 2 program assignments total, 3 pts each 

(Optional) Midterms 6.00 2 midterms, 3 pts each if grade over 50% (all-or-nothing) 

(Optional) Others 3.00+ Other class activities, such as practice quiz, discussions, etc. 

Total 130.00 

https://www.sjsu.edu/senate/docs/F15-7.pdf
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https://www.sjsu.edu/registrar/calendar/fall-2022.php
http://www.sjsu.edu/senate/docs/S16-9.pdf
http://www.sjsu.edu/gup/syllabusinfo
https://drive.google.com/drive/folders/1Vmp39U9-CNpbwRobtZsGIZPTgRwV_Nh6
https://drive.google.com/drive/folders/1Vmp39U9-CNpbwRobtZsGIZPTgRwV_Nh6
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