
 Contact Information

Instructor: Dr. Chao-Li Tarng
Email: chaoli.tarng@sjsu.edu
Office: ENG 187

Office Hours
Tuesday, 2:30 PM to 3:30 PM, ENG 187

The office hour is either in-person (walk-in) at ENG 187 or on Zoom:

https://sjsu.zoom.us/j/88030236515 (https://sjsu.zoom.us/j/88030236515)

No appointment is needed during the office hour. If you want to meet me any time other than the
office hour, an appointment is required.

 Course Description and Requisites
Fundamental security topics including cryptography, authentication, access control, network security,
security protocols, and software security. Networking basics are covered. Additional security topics
selected from multilevel security, biometrics, blockchain, machine learning, information warfare, e-
commerce, intrusion detection, system evaluation and assurance.

Prerequisite(s): CS 146 (with a grade of "C-" or better) and either CS 47 or CMPE 102 or CMPE 120 (with a
grade of "C-" or better); Computer Science, Applied and Computational Math, Forensic Science: Digital
Evidence, or Software Engineering Majors only; or instructor consent.

Letter Graded

 Classroom Protocols
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Each student is required to engage in classroom activities, participate in labs, submit assignments and
reports on time, and take exams and tests on time.
Web browsing in class is strictly not allowed. Cell Phones are to be turned off during lectures and tests.
During exams if you receive a cell phone call or page it will be assumed that you have completed your
exam and no further work will be allowed.
No make-up exams will be held.
Exams will be closed book. One cheat sheet (letter size and both sides) is allowed in each exam.
Student causing disruption in the class will be asked to leave the class.

 Program Information
Diversity Statement - At SJSU, it is important to create a safe learning environment where we can explore,
learn, and grow together. We strive to build a diverse, equitable, inclusive culture that values, encourages,
and supports students from all backgrounds and experiences.

 Course Goals

Course Format
TheCS-166 Information Security course combines both theoretical study as well as hands-on exercises of
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1. Demonstrate in-depth understanding of tools and common techniques in different network attacking
phases and effective defenses against these attacks.

2. Demonstrate in-depth understanding of cryptography algorithms and standards, authentication
protocols.

3. Understanding various network security defense methods against system and network security
problems.

4. Demonstrate the capability of discovering security problems in networked systems and developing a
defense technique.

5. Conduct a set of hands-on labs which are available at SEED Labs supported by NSF.
6. Demonstrate the � SF.6. D c

http://www.informit.com/store/computer-security-principles-and-practice-subscription-9780134794181
https://www.handsonsecurity.net/


NOT accept late ones.

http://sjsu.instructure.com/
http://www.sjsu.edu/senate/docs/F69-24.pdf


Total 100%

 

The final grade of this class is solely based on your performance in this
Course Project Report will be submitted through Canvas. Plagiarism will result in a grade of F for the
class as well being referred to the department chair.
No extra credit is available.
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6 2/24 User Authentication Ch. 3

2/26 User Authentication  

7 3/3 Web Security Notes/Slides, Quiz1

3/5 Midterm I Exam   

8 3/10 Web Security  

3/12 Access Control Ch. 4

9 3/17 Access Control  

3/19 Key Distribution Notes

10 3/24 Key Distribution  

3/26 Fundamental of Networking (TCP/IP
Tutorial)

Slides

11 3/31 Spring Break - no class Ch. 7

4/2 Spring Break - no class  

12 4/7 Network Attacks (DoS, etc.) Ch. 7

4/9 Network Attacks (DoS, etc.)  

13 4/14 Network Attacks (DoS, etc.) Quiz2

4/16 Midterm II Exam Ch. 7

14 4/21 Buffer Overflow  Ch. 10, notes

4/23 Buffer Overflow   

15 4/28 Malicious Software Ch. 11

4/30 Malicious Software  

16 5/5 Project presentation  

5/7 Project presentation  

17 5/12 No class - self review  

  5/14 Final Exam: Wednesday 5/14, 1:00pm -
3:00pm 

Final Exam

/classes/final-exam-schedule/spring-2025.php

