
Hardware 

• CPU: At least 2GHz CPU (faster the better) 
• RAM: Minimum: 4GB of RAM (more RAM the better like 6GB or 8GB)  
• Hard Disk Space: At least 30GB of FREE Hard Drive Space (more space is recommended) 
• Ethernet network interface card (NIC) or built-in Ethernet network port 
• Ethernet Cable 
• WiFi 

Software 

• SIFT - Download the 1.5GB SIFT workstation at: http://computer-
forensics.sans.org/community/downloads/ 

• VMWare Workstation 8 (or newer) or VMWare Fusion (VMWare Player WILL NOT WORK. MUST 
BE ABLE TO TAKE SNAPSHOTS. 

• A Windows XP 32-Bit Virtual Machine installed inside VMWare Workstation or VMWare Fusion. 

Misc Requirements 

• 100% administrative control over the host OS (Windows XP, Windows 7, Windows 8, Mac OS X, 
 Gentoo, Ubuntu, etc. ) in order to disable any antivirus suites, host-based IDS (HIDS), firewalls, 
etc. 

Notes 

Creating a Windows Virtual Machine Using VMware 

You will use VMware to simultaneously run multiple virtual machines when performing hands-on 
exercises. You must have VMware Workstation version 8 or higher installed on your system. If you do 
not own and cannot purchase VMware Workstation, you can download a free trial copy from VMware. 
VMware will send you a 30-day serial number if you register for the trial at their Web site. 

When analyzing malware, you will make use of a virtual Windows machine running within VMware. You 
will be asked to infect this virtual machine when examining malicious code. You must create a Windows 
XP (32-bit) virtual machine using your copy of VMware before coming to class. Note that this involves 

http://computer-forensics.sans.org/community/downloads/
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http://blog.zeltser.com/post/15781390680/windows-xp-mode-for-vmware-virtualization

