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Week Beginning Topic Readings 

4 09/07/20 Copyright Infringement 

Principles of Cybercrime (Clough) 

Chapter 8 (Criminal Copyright Infringement) 

 

Cybercrime and Digital Forensics (Holt) 

Chapter 5 (Digital Piracy and Intellectual Property Theft) 

5 09/14/20 Personal Security   Readings provided by instructor on Canvas 

6 09/21/20 Your Online ID 

Principles of Cybercrime (Clough) 

Chapter 7 (Fraud) 

 

Cybercrime and Digital Forensics (Holt) 

             Chapter 6 ( Economic Crimes and Online Fraud) 

7 09/28/20 Email Spam 

  Principles of Cybercrime (Clough) 

Chapter 9 (‘Spam’) 

 

Online Privacy Exercise due Sunday October 4th 

8 10/05/20 Deep Web   Readings provided by instructor on Canvas 

9 10/12/20 MIDTERM EXAM   NO READINGS 

10 10/19/20 Organized Crime   Readings provided by instructor on Canvas 

11 10/26/20 Personal Cybercrimes 

Principles of Cybercrime (Clough) 

Chapter 12 (Harassment) & Chapter 13 (Voyeurism) 

 

Cybercrime and Digital Forensics (Holt) 
              Chapter 9 (Cyberbullying, Online Harassment, and Cyber-   
               stalking) 

12 11/02/20 Terrorism & Extremism 

Cybercrime and Digital Forensics (Holt) 

               Chapter 10 (Online Extremism, Cyberterror, Cyber Warfare) 

 

Additional readings provided by instructor on Canvas 
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Week Beginning Topic Readings 

13 11/09/20 Sex Crimes 

  Principles of Cybercrime (Clough)  
             Chapter 10 (Child Pornography) & Chapter 11 (Grooming) 
 
Cybercrime and Digital Forensics (Holt) 

               Chapter 7 (Pornography, Prostitution, and Sex Crimes) 

14 11/16/20 Cybercrime and the Law 

  Principles of Cybercrime (Clough)  
              Chapter 14 (Jurisdiction) & Chapter 6 (Interception of Data) 
 
  Cybercrime and Digital Forensics (Holt) 
              Chapter 14 (Legal Challenges in Digital Forensics) 

15 11/23/20 Thanksgiving Break / Topic Paper   Topic Paper Assignment due Tuesday November 24th  

16 11/30/20 REVIEW
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