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Course Requirements
Textbook
None

Other Readings
Supplied electroitally via Canvas.

Assignments

Online Discussion (20%): There will be three discussion questi@axh weekexamining specific elemenésd
key issue®r current evestrelated to thalecture’s overall topic. Students will be expected to pro
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Determination of Grades

A (plus) 97%- 100% A 93%- <97% A (minus) 90%- <93%
B (plus) 85% - <90% B 80%- <85% B (minus) 75%- <80%
C (plus) 71%- <75% C 67%-<71% C (minus) 63%- <67%
D (plus) 59%- <63% D 54%- <59% D (minus) 50%- <54%

F Below 50%
Library Liaison

Anamika Megwalu gnamika.megwalu@sjsu@d(408) 808.2089 https://libquides.sjsu.edu/cybersecurity

University Policies

Per Univesity Polioy S169, universiy-wide policy information redvant to all coursesuch as academic
integrity, accommodations, etwwill be available o®ffice of Graduate and Undergraduate Progrey$iabus
Information web pageathttp://www.sjsu.edu/gup/syllabusinfo/
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Summer 2020Course Schedule

This course schedule is subject to change with fair notice, at the instructor’s discretion. All reading assignments
listed should be completed prior to class on that date. Additional readings may be assigned.

Week Date  Topics

Readings& Assignments

Introduction

t
0 June 1 -CourseQverview None
The Internet Readings
and Crime The Current State of Cybercrime Scholarship (Holt & Bossler, 2014
Junel® - What isCybercrime Defining Cybercrime (Payne, 2019)
1 to - How Cybecrime Exploring the Deep Web (Trend Micro, 2015)

June ¥ Functions
- The Deep Web

Online Discussim Topics:

- Cryptocurrecy
Crimes Againstthe  Readings
Computer 2020 Cybersecurity Outlook RepoxtNlware, 2020)
June 8 - Malware The Evolution of Cybercrime and CyberdeferiBee(0d Micro, 2018)
2 to - Copyiight The Kill Chain (Lockheed Martin, 2015)

June 14 - Phishing MITRE ATT&CK Framework Pdters, 2019)

- Botnets

- Spam Writi ng Assignment#1: Tell Me a Story Junel0", 2020)

Privacy and Securty
June 18 - Surveillance

3 to - Identity Theft
June 2% - Fraud
- Hacking

Readings
Technology Use Abuse and Public Rgtton (Furnell, 2019)
Identity Theft: NaturgExtent, and ®bal ResponseGolladay, 2019)
What is Haking (Guru99)
Facebook fudies (Various Authors)

Presentation: Malware or Data Breach (Jun&" 2020)

Personal Crimes
- Human Trafficking
June22'9 - Cyberbullying

Readings
Risk and Protective Factors for Cyberbullying Perpetration and
Victimization (Wilson, Witherup, & Payne, 2019)
The PastPresent, and Future of Online Chilek8al Exploitation
(Westlake, 2019)

4 to - Sex _Cn_me_s The Role of the Internet in Fait#ting Violent Extremism and
June 28 - Radialization . ; .
- Dee Fakes Terr(_)rls_m 6_cr|vens, Gill, & Conway, 2019)
Trafficking in Persns Report (Department of State, June 2019)
- Fake News
Video Assignment:Deep Fake (June £42020)
Readings
Combating CybercrimelLegislation inthe United State@@Bossler, 2019)
June 28 Cybercrime Forensic Evidence and Cybercrime (Rodgers, 2019)
5 o - Jurisdiction Digital and Multimedia Evidence (SWGDE, 2012)

- Polce Relations
- Digital Forensics
- CAN-SPAM

July 2nd

Policeand Extralegal Structures to Combat Gygbiene (Holt, 2019)

Written Assignment #2: Combating Cybercrime Internationally (July
39, 2020)
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