San José State University
Department of Justice Studies
JS 161: Introduction to Cybercrime

Winter 2020
Course and Contact Information
Instructor Dr. Bryce Westlake
Office Location Health Building 20B
Email Bryce.Westlake@sjsu.edu

Office Hours

MySJSUto learn of updates.

Catalog Description

Introduces students to the growing legal, technical, and social issues surrounding crimes committed in
cyberspacer assisted by computers. Discusses the nature of cybercrime from an international perspective ar
how the borderless nature of cybercrime impacts regulation and enforcement.

Course Description

This course explores how an interconnected world has modified how existing criminal activity is conducted ar
how new criminal opportunities have been created. Students will examine the history and complex nature of
computefrelated crime and how societies have attempted to respond. Students will discuss the different types
cybercriminals, including motives, rationale, and methods of attack. We will also evaluate various legal and
regulatory issues in cyberspace, including surveillance, sting operations, current and proposed legislation, us
reporting initiativesidentity filtering/blocking technologies, vigilante movements, individual rights, and
international law enforcement cooperation.

Course Goals

The Department of Justice Studies is committed to scholarly excellence. Therefore, the Department promote:
academic, critical, and creative engagement with language (i.e., reading and writing) throughout its curriculur
A sustained and intensive exploration of language prepares students to think critically and to act meaningfull
in interrelated areas of their livgsersonal, professional, economic, social, political, ethical, and cultural.
Graduates of the Department of Justice Studies leave San José State University prepared to enter a range o
careers and for advanced study in a variety of fields; they are prepared to more effectively identify and
ameliorate injustice in their personal, professional and civic lives. Indeed, the impact of literacy is evident not
only within the span of a specific course, semester, or academic program but also over the spaimef a life
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Course Learning Outcomes (CLO)
Upon successful completion of this course, students will be able to:

(CLO 1) distinguish between the different types of cybercrimes, including who/what they target,
how/where they are conducted, and why they persist.

(CLO 2) describe the impacts of the Internet on the opportunities created for committing traditional
crimes (e.g., bullying) and new crimes (e.g., phishing).

(CLO 3) identify the challenges faced nationally and internationally abgraber2 (he)-1 nh3 (ona)-1 (l).
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http://www.sjsu.edu/gup/syllabusinfo/
http://www.sjsu.edu/gup/syllabusinfo/

JS 161: Introduction to Cybercrime
Winter 2020 Course Schedule
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