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San José State University 
Department of Justice Studies 

JS 161: Introduction to Cybercrime 
Summer 2022 

Course and Contact Information 
Instructor: Dr . Bryce Westl a ke  
Office Location: He a l t h Buildi ng 21 0B  
Email: Br yc e .W e st la ke @s j s u.e du  
Office Hours: M onda y  & Thursda y  10 :00 a m to 12 :00pm  
Prerequisites: Any 100w  

Course Format  

Technology Intensive, Hybrid, and Online Courses 

I will utili ze the Can v as Learn i n g Man agemen t Syste m  as a mean s for distri b u tin g cou rse m ateri al s such as syllab u s, 
han d o u t s, lectu r e slid es, ass ig n men t instru ct i o n s, and com mu n i cat i o n s abo u t chang es to the cou rse. You are resp o n si b l e 
for reg u l ar l y check i n g with the messag i n g system thro u g h 
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Course Learning Outcomes (CLO) 
Up o n success f u l comp l et i o n of this cou rse, stu d en t s will be able to:  

(CLO  1) disti n g u i sh between the differ en t typ es of cyb ercr i me s, inclu d i n g who /wh at they t a rg et , how/wh er e they 
are con d u ct ed , and why they persi st .  

(CLO 2) desc ri b e the imp a ct s of the Intern et on the opp o rt u n i ti es creat ed for com mi t t i n g trad i t io n al crimes (e.g . , 
bully in g ) and new crime s (e.g . , phish in g) .  

(CLO 3) iden t i f y the challen g es faced n a tio n al l y and intern at i o n al l y at comb at i n g cyb ercr i me and the step s tak in g 
by org an i zat i o n s to add ress these chall e n g es.  

(CLO 4) use what they hav e learn ed to increase their own secu ri t y and priv acy when onlin e.  

(CLO 5) app ly what they hav e learn ed to  cyb e rcr i m e - r el at ed  curren t even t s.  

Required Readings 

Textbook: N o n e .   
Articles: s u p p l i e d elect r o n i cal l y via Can v as.  

Library Liaison 
M eg wal u , Anami k a ( ana mi k a. meg wal u @ sj su . ed u ) (408 ) 808 .2 0 89 
https://libguides.sjsu.edu/cybersecurity 

Course Requirements and Assignments 
Online Discussion (20%): T h er e will be two discu ssi o n ques t i o n s  each week , ex ami n i n g speci f153 0 Td
[(wh)-cy

mailto:anamika.megwalu@sjsu.edu
https://libguides.sjsu.edu/cybersecurity
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JS 161, Introduction to Cybercrime  
Summer 2022 Course Schedule 

This course schedule is subject to change with fair notice, at the instructor’s discretion. All reading assignments 
listed should be completed prior to class on that date. Additional readings may be assigned. 
 

Week Date Topics Readings & Assignments 

1 
J ul y 5 th   

to  
July 10 th   

The Internet  
and Crime 
-  What is 
Cyber c r im e  
-  How Cyb e r c r im e 
Funct i ons  
-  The Deep Web  

Readings 
D e f i ni ng Cyber c ri m e (Payne , 2019)  
The H ist ori ca l Evol uti ons of Cyber c r i m e (Choi , 2019)  
IC3 2020 Repor t ( FBI , 202 1)  
Expl or i ng the D eep Web (Trend Micr o , 2015)  

2 
J u l y 11 th   

to  
Ju ly 17 th   

Crimes Against the 
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